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Abstract— As one of the most efficient technologies in 5G, 

the internet of things became more interesting by touching more 

fields, while mobile users are increasing incrementally to adopt 

and benefit those services. Therefore, eHealth is one of the 

important services which plays a sensitive role in humans’ lives. 

The wearable sensor devices are charged to collect different 

health parameters and send them to doctors to remotely monitor 

patients’ health. This has attracted attention for ensuring secure 

communication and data transfer in eHealth applications. 

Therefore, we have chosen four performant cryptographic 

schemes to compare between them according to different 

parameters mainly: security analysis and cost performances. In 

order to find the suitable cryptographic protocol for eHealth 

cloud applications using Iot based 5G.   

Keywords—eHealth applications, cloud computing, 5G, 

Cryptography, wearable sensors, Iot. 

I. INTRODUCTION  

        The internet of things or Iot [1] is a massive network that 

combines a large number of sensing and smart devices 

interrelated trough internet, such technology is a fast-growing 

and continuously under progress providing a number of 

services specially bringing a wide range of healthcare 

applications [2]. eHealth has improved effectively the quality 

of Health services as the productivity by integrating Iot in 
healthcare services, which allow patients to attend a huge 

benefit enclosed diabetic patients and other persons with 

secure management [3]. These applications can be afforded 

by cloud-based services to allow patients with normal or 

emergency cases to be remotely monitored and managed. 

 

        Whereas, 5G as a new interesting wireless technology 

would be a perfect match with the internet of things and both 

integrated can offer better performances for massive medical 

data mainly with the lower latency (1ms) and the high speed 

(1Gbps) [4,5]. Furthermore, the mobile communication 

technologies especially 5G can perform a successful data 
exchange between both patients and healthcare providers via 

the internet of things while sensors collect and send the 

patients’ medical data such as blood sugar level, thyroid 

level, cholesterol level, blood pressure… In fact, eHealth or 

integrating Iot with healthcare services is considered as the 

most important technology in the close future, which can save 

humanity by making easier monitoring people who can’t 

access healthcare establishment. Thus, eHealth applications 

are used to manage health critical cases in the real time [6]. 

 

        Moreover, researchers in healthcare industry have 
proposed different interesting eHealth applications like 

mobile healthcare, patient recommender, virtual doctors, etc. 

[7]. These advanced services perform different monitoring 

devices and sensors to collect health data from patients 

concerning heart rate, blood pressure, glucose level, etc. 

[8,9]. These medical data are transmitted to smartphones 

persistently through wearable devices that contains sensors 

with different roles [10]. These sensors are connected with 

Iot network and backed up by blug-and-play functionality 

[11], then the cloud server is used to receive and store the 

medical data in real time and make possible to access the 

historical of patient’s health and build a patient’s medical 
health record [12,13]. 

 

        The cloud computing is one of the trendy technologies 

that makes possible access a pool of resources and data 

maintained by a third party via internet. In addition, it 

provides a shared space where the different parties share a 

number of resources such as memory, processing, storage, 

etc.  The cloud is considered as flexible, unlimited resources, 

configurable and it can be performed according to the need of 

clients so it is on demand self-service. Further, employing 

cloud server in eHealth applications can be very beneficial in 
different terms, eHealth cloud application using Iot based 5G 

offers better healthcare services by monitoring remotely 

patients , they are allowed to benefit all the healthcare 

services without leaving their homes wherever they are, the 

wearable sensors collect the health data then send it to 

healthcare providers (doctors) , thus they can send back the 

required treatment and  manage simultaneously the health 

state of patients. These medical data are stored in cloud 

servers which provides a unified medical record of each 

patient containing all his health data, these records make 

easier dealing with patients while every doctor can have a 

comprehensive view by setting eyes on patient’s health 
history [ 14]. 

 

        In addition, incorporating these technologies with 

eHealth can be very profitable, it helps with resource shortage 

specially for rural areas where people suffer the lack of Iot 

infrastructure, also it can rise the quality of healthcare 

services by easily supplying the concerned entities like health 

organizations and ministries with clinical and medical data 

stored in cloud [14]. 

 



        These technologies offer multiple opportunities. 

However, they front several security challenges, any system 

based on Iot and wearable sensors poses concerns about 

security and privacy since mobile devices are easily targeted 

for malicious attacks [15]. Additionally, the cloud is 
considered as an open environment that can be vulnerable to 

data loss and several serious attacks, any threat can expose 

personal and sensitive data like medical records to sell or loss 

which can cause serious effects to people who need a 

simultaneously treatment such as diabetes which can lose 

their lives for 10 late seconds in some emergency cases. 

Therefore, more research is required to ensure privacy and 

security measures, besides developing more frameworks 

based on lightweight cryptography algorithms to build a 

trustworthy Iot environment [16].   

 

        Cryptographic methods play a crucial role to guarantee 
a secure communication and data exchange in any system, 

during our research we have noticed a huge lack in term of 

cryptographic schemes proposed for eHealth cloud 

applications using Iot based 5G. Therefore, in this work we 

will present four robust cryptographic methods and compare 

them in term of different parameters in order to choose the 

suitable scheme with our filed of process. 

 

        The reminder of this paper is organized as follows. 

Section 2 presents our related works. In section 3 we will 

compare the four cryptographic protocols. Section 4 
discusses the results of the comparison and finally our 

conclusion and future works are shown in section 5. 

II. RELATED WORKS 

A. A Secure Framework for Authentication and Encryption 

Using Improved ECC for IoT-Based Medical Sensor 
Data 

 

        Khan et al.[6] proposed a new secure Framework for 

Authentication and Encryption Using Improved ECC for IoT-

Based Medical Sensor Data, it is proposed to enhance a secure 
communication between cloud layer and user layer. The 

protocol consists on adding patient’s biometrics information 

as a parameter as well as username and password, the scheme 

uses hash functions like the SHA-512 algorithm to ensure the 

integrity and to succeed a secure data transfer from sensors to 

database, the scheme follows two encryption methods: 

Improved Elliptical Curve Cryptography (IECC) and 

Substitution-Ceaser cipher, which consists on generating a 

new additional secret key to enhance the security of the 

system. 
 

B. A Realistic Lightweight Anonymous Authentication 

Protocol for Securing Real-time Application Data 
Access in Wireless Sensor Networks 

 

        Gope et al.[19] proposed a Realistic Lightweight 

Anonymous Authentication Protocol for Securing Real-time 

Application Data Access in Wireless Sensor Networks where 

a gateway can easily sense the user without maintaining any 

backed up channel or executing any search operation. The 

protocol can achieve several security properties such as user 

anonymity, untraceability, forward secrecy and perfect 

forward security, etc.the scheme aims primarily to ensure the 

user anonymity which is among the imperative properties of 

two factor authentication protocols for WSNs. 

 
 

C. An Authentic-Based Privacy Preservation Protocol for 
Smart e-Healthcare Systems in IoT 

           
        The Authentic-Based Privacy Preservation Protocol for 

Smart e-Healthcare Systems in IoT is proposed by Deebak et 

al.[18] to ensure the security’s communication in eHealth 

applications. The protocol has proved a good robustness 

against adversary who aims to impersonate as a legitimate 

user and illegally act or have access. In addition, the scheme 

is correctness proved by random oracle model. 

 

D. A lightweight and robust two-factor authentication 

scheme for personalized healthcare systems using 
wireless medical sensor networks 

 

Wu et al.[17] suggested a new lightweight and robust two-
factor authentication scheme for personalized healthcare 
systems using wireless medical sensor networks where the 
session key is constructed by three parties, the scheme 
guarantees the most common security requirements and resists 
being tracked by hackers. In addition, the authors use Proverif 
tool [20] to prove security against various attacks. 

 

III. COMPARISON 

        In this section, after presenting our related works with 
their security analysis and performances, now we move to 

compare the protocols in term of theses security 

performances with each other’s from our evaluation, then   

according to the results of this comparison we can later build 

our discussion. 

 

        To begin, we will compare security analysis of the four 

protocols including the resistance to the most common 

attacks that threat our field of applications. After a deep 

research and evaluation, we got the results in the following 

figures and tables. As shown in table 1, some of the protocols 

can resist a number of potential attacks and others cannot. As 
we notice, all the cryptographic protocols reach the mutual 

authentication resulting from the messages built between the 

components, with ensuring the anonymity as well, which 

preserves and protects the user activities to save from 

intraceability. Also, the majority of the protocols try to 

achieve the property of a perfect forward security. 

 

        In addition, “Except protocol presented in [18], all the 

protocols can thwart the insider attack using hash functions 

with a random number to protect the user’s password, which 

cannot be obtained or guessed. Moreover, three of the 
protocols can resist each of gateway forgery attack, offline 

guessed attack and user forgery attack except Gope et al.[19]. 

The two protocols that guarantee safety from user tracking 

attack and desynchronization attack are Deebak et al.[18] and 

Gope et al.[19]. 

 



 

TABLE I.  COMPARISON OF RESISTANCE TO ATTACKS 

Attacks                        scheme Wu et al. [17] Deebaket al. [18] Gope et al. [19] Khan et al. [6] 

Insider attack   -     

Off-line guessing attack     -   

User Forgery attack     - - 

Sensor capture attack       X 

Gateway forgery attack      - - 

De-synchronization attack   X X   

User tracking attack   - -   

Session key disclosure   - - - 

Mutual authentication         

No clock synchronization - X - X 

User key agreement -   - - 

Known key attack -   X - 

User anonymity         

Forward security         

Untraceability          

Impersonation attack - -   X 

Spoofing attack X       

Sniffing attack X   X   

Man in the middle attack X - -   

Dos attack - -     

 : The protocol resists the attack.        X  : The protocol does not resist.       -  :  Not applicable 

 

TABLE II.    COMPARISON OF COMPUTATIONAL COST AND COMMUNICATION COST. 

 
 

 

 

 

 

 

 

 

      Furthermore, spoofing and sniffing attacks are thwarted 

by the protocols of Deebak et al.[18], Gope et al.[19] and 

khan et al. [6]. Besides, the one that can resist the key 
agreement and know key attacks is the one of Gope et al.[19]. 

To point out, Khan et al.[6] and Gope et al.[19] are the only 

protocols that thwart the attackers to send successive packets 

and succeed the DOS attack. 

 

    Moving to compare the computational and communication 

costs, as we notice in table 2 and figure 2, the computational 

time is evaluated in three terms (total, sensors and gateway), 

according to our evaluation the computational cost of the four 

protocols is close, as shown in figure 1 the most increased 
computational cost refers to Deebak et al.[18] and the less 

computational cost refers to the protocol of Khan et al.[6]. 

Otherwise, the end-to-end delay is the time taken by a 

transmitted packet from user to destination, as we notice in 

figure 2 from our evaluation the end-to-end delay increases 

relatively with the increase of number of sensor nodes, and 

the protocol which takes more delay is the one of Gope et 

al.[19], and which takes less end-to-end delay is Deebak et 

al.[18]. 

  

scheme Computational cost (µs) Communication 
Cost (bits) Total Gateway Sensors 

Gope et al. [19] 0,2296 0,2624 0,1968 3040 

deebak et al. [18] 0,2908 0,2296 0,984 1216 

wu et al. [17] 0,3608 0,5576 0,1968 2720 

khan et al. [6] 0,1455 0,0722 0,072 1440 



 

 
 

 
 

IV. DISCUSSION 

       After comparing the related works, in this section we 
discuss the results of the comparison. 

 

As we mentioned before, the suitable cryptographic 
protocol with our field of application: eHealth cloud using Iot 
based 5G, should require a great level of performances notably 
a low computational time due to the sensitive importance of 
time factor and response between patients and healthcare 
providers or doctors, also it must require a good level of 
security analysis and being able to thwart several strong 
attacks that threat the good process of medication such as DOS 
attack. In addition, the protocol should be reliable to ensure a 
successful communication. 

Our work aims to find a convenient cryptographic protocol 
for our specific field of applications. Otherwise, finding a 
cryptographic protocol suitable with eHealth cloud 
applications using Iot based 5G is not that easy, it should 
require a number of conditions in term of performances and 
security analysis. Thus, it must be lightweight and low 
computational cost due to the wearable sensors charged to 
collect health data and also, due to the very sensitive 
importance of the short interaction time between the two 
parties, besides ensuring high level of security performances 
to protect the successful process of medication. 

        From the comparison we accomplished before, it seems 

that some of the authors have reached the requirements 

needed and some others have not. It is crystal clear that the 

weakest one of them is the protocol of Deebak et al.[18], from 

our evaluation it has the largest computational time and 
communication cost, besides it is not robustness proven 

against Dos attack which may cause critical consequences if 

the communication is down between the patient and doctor, 

and maybe the patient may lose his life because of lack of 

medication. In addition, the other two protocols of Wu et al. 

[17] and Gope et al.[19] are not robust against Dos attack  

either they may cause several key issues, also they take an 

increased computational cost and more large end-to-end 

delay even if they require a number of security performances. 

 

        Otherwise, Khan et al.[6] is very performant in term of 

security analysis, it is robustness proven against several 
strong attacks mainly Dos attack, it achieves an effective and 

short computational and storage costs. Thus, this protocol 

represents a perfect match with eHealth cloud applications 

using Iot based 5G. 

 

V. CONCLUSION 

        In this paper, four cryptographic protocols have been 

presented and compared in term of security analysis and 

performances, and the discussion of the result’s comparison 
led to sum up that every protocol has advantages and 

disadvantages and according to our result’s evaluation we 

decided that the convenient cryptographic protocol with 

eHealth cloud applications using Iot based 5G due to its high 

level of security performances and very low computation and 

communication costs. 

 

        As future work, we aim to implement the chosen 

cryptographic protocol in our field of application in order to 

work on ameliorations. 
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